FCIRT Tickets – Project Requirements
2/3/2006

Introduction
FCIRT requires a secure method to track and manage issue brought before the Computer Security community.  Issues currently arrive via email and are assigned an issue tracking number.  Not all individuals remember to include the FCIRT issue tracking number in their emails, which makes tracking by issue difficult.  Email archives are available on the Fermilab List Server, however it does not organize issues well enough to be useful, nor does it supply the metrics FCIRT desires.
Project Scope
Provide a ticket tracking system that automatically captures all email sent to computer_security@fnal.gov.  Access to the application must be restricted to FCIRT and other FCIRT-designated members via Fermilab KCA certificates.  Generated email must be restricted to computer security related individuals.
Deliverables
· A workflow engine within Remedy to capture, format, archive and distribute all email sent to computer_security@fnal.gov.

· An interface for FCIRT members to generate reports, view tickets, update the state and status of tickets and organize tickets into parent-child relationships.

· Summary metrics as defined by FCIRT.

· Automatic ticket escalation and notification based on ticket status (e.g. smoke, fire, etc).
Workflow

Email sent to computer_security@fnal.gov regarding new issues is intercepted by Remedy.  Remedy creates a ticket, assigns an issue tracking number and sends an acknowledgment of receipt to the sender of the email, unless the email address is on the do not acknowledge list.
The re-formatted ticket is sent to computer_security_internal@fnal.gov with the ticket number in the subject line and the “reply to” value set to computer_security@fnal.gov, which will allow Remedy to trap all subsequent email by issue tracking number.

All replies to a ticket will funnel through the Remedy system allowing it to record all activity for each ticket and pass it on to the Computer Security community.  The user who sent the original email is not part of this loop.  The FCIRT interface will provide the opportunity to (optionally) email information to the originating user when the state of a ticket is changed.
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