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A Remedy “form” will hold the FCIRT data in Oracle.  A Remedy form is simply a table or set of Oracle tables that hold form data and a means to insert, update and delete the data.  Creation and updates to the data however will occur automatically when email is retrieved from the computer security email account.  Each new email will generate a new “ticket” with a status code of “New” and a state code of “Undetermined.”  The subject of the email will become the Topic and the users’ email address will be set as well.  The body of the email message will become the tickets’ log.  Subsequent updates to the ticket will be appended to the tickets’ log.
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Access to the FCIRT interface will be controlled by Remedy’s internal application security.  A Remedy group (or role) of FCIRT will be added to control which actors (computer security members) may view FCIRT tickets and reports.  A Remedy group of FCIRT Admin will control which members may update configuration data such as State/Status codes and the no reply list.  The Remedy group table, which defines privileges, will be tied to the MISCOMP actors table to extract the Kerberos data necessary for authorization to the FCIRT interface.  The MISCOMP actors table will also provide additional data about the requestor, such as their name, Fermi ID, phone number, etc., via their email address.  Individuals without the Remedy group role of FCIRT or FCIRT Admin will have no access to the data.
Future enhancements include automatic escalations of tickets, which will include paging capabilities via NGOP/TelAlert.  The workflow will be attached to the state and status flags assigned to the ticket.
