CD/CSS/CSI

3/18/2005
Marc Mengel, Jack Schmidt



	
[image: image1.wmf] 

 

Fermilab

 

 
	
	


Site Plone Service
Design Note 10.0 
Background
The Core Services and Infrastructure group is responsible for central web server support. In this role, the group is asked to support a divergent number of web applications and tools. Like most organizations, CSI finds that they are short manpower needed to support the many applications properly. 

CSI reviewed different products that would allow users to easily develop/use web tools in a secure, centrally managed environment. This provides two benefits; users of the developed tools will have a central place to access many applications, and CSS will not have to learn many diverse separate packages to support. After examining numerous open source and third party products CSS has agreed to support Plone.

Plone is a Content Management System that can be used as an intranet and extranet server, as a document publishing system, workflow tracker, a portal server and as a groupware tool for collaboration. Plone can interoperate with most relational database systems, open source and commercial, and runs on a vast array of platforms, including Linux, Windows, Mac OS X, Solaris and BSD.
Server Design
The plone.org site recommends that Plone be hosted on a system with sufficient CPU and RAM. The present Plone server is running on a Dell server with a processor with 2GB of Ram and is backed up to the Site Backup Server.  
Small or single Plone instances should run fine on the present server configuration. Users that require a more complex site, or a site dedicated to supporting a Division or Experiment, may require a server of their own. 
Security

Server

The Plone server is located in FCC2. It is configured using Scientific Linux and the builtin security configuration. Though each Plone instance has a manager, only CSI has access to the root account. 

Authentication

Three methods of user authentication on the Plone site are allowed. By default, Plone instances allow any new user to request an account. Plone instances can be configured to not allow this and the Instance Manager will have to create the account. 
1. DOE GRID Certificate. A Plone instance can be configured to allow user access via a DOE GRID certificate. This is the preferred method for securing a plone instance that has offsite users. 

2. FNAL kX.509 Certificate. A Plone instance can be configured to allow user access via a FNAL kX.509 certificate. This is the same certificate used by the site Nessus scanner. This is the preferred method for securing a plone instance for use by FNAL users.
3. Username/Password. By default Plone supports letting users register with their choice of a username and password. This method should only be used when the first two methods won’t work. 

Users and Groups
The FNAL Plone server has been configured to download user and group information from the FERMI Windows Domain. The FERMI Windows Domain users are managed by CNAS (creation, expire) and hence provides the plone site with an up to date list of  active users.  Instance managers can make use of this list for allowing access to their site instead of creating user accounts and groups on their own.
Publishing

The FNAL Plone server provides four ‘states’ for publishing information; private (member only), visible (all members), pending (waiting to be accepted for publishing) and published (public).  Members can be defined as either site members or can be placed in a group. 
Support
Support for Plone is multitiered.  CSS is responsible for support of the server (or servers) and providing help with managing each instance or server. The customer is responsible for managing users and instance configuration.  In addition, a mail list has been created to allow a more general discussion about Plone development.

 Plone Instance Request
Plone instance request can be made by opening a helpdesk ticket. CSI will then contact you about your needs and a Service Level Agreement between you and CSS will be created. If you already have an SLA then CSS will append Plone support information to the existing agreement. CSI will create the initial instance and authentication method.  I think we need to create a web form that generates a helpdesk ticket instead of having the user figure out how to properly request a plone instance/site. That way we can gather needed background info before talking with the user. 
Instance Manager

Customers are required to provide at least one (1) manager for their Plone instance or site.The manager(s) is/are responsible for: 

· Maintaining users and groups

· Configuring the Plone site to customer specifications 

· Maintaining and investigating Plone add-ins

The person(s) designated as the Instance Manager(s) will be given full access to their Plone instance only. Site Managers will not be able to make unintentional changes to other sites. 

Assistance
 IDS will provide assistance with site configuration and how-to questions. In addition, when an add-in module is deemed useful for all Plone instances, then IDS will provide support for that module. Specific development of new modules or modifications of existing Plone modules needs to be discussed with IDS.
Adding Modules 

Plone is an extremely flexible and extensible product. There are many add-on products for Plone that add new features and content types. In addition, Plone can be scripted using web standard solutions and Open Source languages. Instance Managers must open a helpdesk ticket requesting that a module to their Plone instance. If there are numerous requests for the same module than CSI will make it available to all Plone instances. 
Email Support 

A plone-users email list has been created to discuss add-in modules, general questions and support for Plone instances not supported directly by CD.
Initial Rollout
The initial roll-out of a few Plone instances has been overall successful. A brief list is provided below:

· Windows Policy Committee. Site that contains documents, tools and reports used by the Windows support community of FNAL. 
· Windows Security Exemption Forms. Site that tracks Windows Security Exemption requests from creation to committee member votes, to approval by the Windows Policy Committee Chairman and Computer Security. Voters are also allowed to ask questions of the requestor. 
· Directorate Search. No longer in production, this site provided members of the directorate search committee to discuss potential candidates ina  secure fashion along with sharing documentation.
· Dark Energy Survey. Site to provide public information regarding the Dark Energey Survey project.
· Scientific Linux. Site used by the supporters of Scientific Linux. Distributions and documentation are posted as well as a bug tracker.  
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