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Approved OS’s for FERMI Domain Access 

Policy Note 2.0
Background

The FERMI windows domain provides resources for the lab users. Though a large number of users that require access to these resources are windows 2000 or XP users, a few are running older versions of windows or non-Microsoft operating systems. 

The intent of this document is to define what types of OS’s are allowed to become a member of the Fermi domain, requirements for the approved OS’s and what users with non-approved systems are allowed to do access.

Domain Membership Requirements

The Fermi domain infrastructure was designed to provide users with a secure environment in which they could easily share resources and provide managers with an environment to easily manage systems. Key requirements of this design require systems to have anti-virus software installed and running real time file scanning, and support Active Directory group policies. All systems are required to have the latest Service Packs
 and critical updates. Please note however that only an OS that supports anti-virus software and group polices is allowed to join the FERMI domain
.

Antivirus Policy for domain members

Antivirus software is required for all FERMI domain member workstations and servers. A specific Anti Virus application is not mandatory as there are many available. The requirement is to run real time scanning of each file accessed and have up to date virus definitions. Many divisions and sections run Antivirus Servers to manage their OU’s Anti Virus needs. 

Please see the “Fermi Domain Anti-Virus Policy” document for more information. 
Critical updates and Service pack requirements

All domain member systems must abide by the lab’s critical vulnerability and subsequent patching requirements. This usually results in very few Critical Update requirements by the lab. In addition to this, all workstations and servers are to have up to date Service Packs and Critical Updates before they may join the domain. 

Approved OS List: 

· Windows 2000 Professional; SP3 or greater

· Windows 2000 Server (all types); SP3 or greater

· Windows XP Professional; SP1

· Windows 2003 Server
 (all types)

No other OS is allowed as a member of the FERMI domain. Though anti-virus support is readily available for many OS’s, group policy support is not. 

Un-Approved OS List: 

· Apple MAC OS

· Windows NT 4.0

· Windows 9x

· Unix/Linux SAMBA clients and servers

· Other
…

Domain Members that are part of a Critical System

Systems covered by a Critical System Plan may join the domain as long as the following is true:

1) They meet the requirements for domain membership as stated above.

2) The Critical System Plan does not disallow domain membership.  

The Critical System Coordinator is responsible for this determination and must be

consulted.  Particular care should be paid to continuity of operation issues if the Critical System Plan includes a network disconnect provision.

Domain Access Requirements for Non-Domain members
This section covers access to the Fermi Domain from computers that are not

domain members. This includes:

· Computers running an operating system that is in the above approved

      operating systems list, but are not a member of the Fermi domain.

· Computers running an operating system that is in the above unapproved operating systems list, which cannot be a member of the Fermi Domain.

· Computers running any other operating systems that are not listed on the approved operating system list.
In order for these computers to access the Windows 2000 FERMI domain, NT LAN Manager version 2 (NTLMv2) is required. In all cases access is with a FERMI Windows 2000 domain account and password. 

Antivirus Policy for non-domain members

Please see the “Fermi Domain Anti-Virus Policy” document for more information.
Critical updates and Service pack requirements

All non-domain systems must abide by the lab’s critical vulnerability and subsequent patching requirements. This usually results in very few Critical Update requirements by the lab. In some cases this may include the latest Service Packs and Critical Updates. 

� Set by the Windows Policy Committee.


� This includes VM-Ware Windows 2000 and XP clients running on Linux hosts. 


� At the time of writing, the Windows Policy Committee has not approved the W2003 OS for use on Windows Domain Controllers even though they meet the group policy requirements.





� This includes any OS not specifically mentioned here that does not meet the approved OS requirements specified above in “Domain Membership Requirements”.
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