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Fermi Domain Anti-Virus Policy
Background
Windows computers are susceptible to a proliferation of attacks. The lab has taken steps to lessen the number of attacks by blocking offsite NetBIOS probes, scanning all incoming email for viruses, and providing anti-virus software on all the major windows fileservers on site. But, even with these steps in place they do not provide complete protection to the lab’s workstations and laptops. 
Requirement

All windows systems that access resources in the site FERMI domain are required to run anti-virus software with up to date signatures. 
Domain Members

The lab divisions, sections and major experiments all have centralized anti-virus solutions. Domain member systems are required to participate in the existing infrastructure. 
Non-Domain Members

Non-domain member systems that access domain resources are required to have anti-virus software installed with updated signatures. This includes visitors, contractors, home systems and VPN users. Some divisions and sections have additional licenses available for non-domain users. 
Consequences

Systems found not complying with the domain anti-virus requirement will have their access to the Fermi domain disabled. The Windows Policy Committee will review requests for access reactivation.
Assistance

Questions regarding this policy can be addressed to the Windows Policy Committee- winpol@fnal.gov. 
Questions regarding software available for a specific division, section or experiment should be addressed to the Windows Policy Committee member for that area. See http://www-win2k.fnal.gov/pub/Docs/wg-members.asp for a list of committee members.  
Users requiring anti-virus software that aren’t supported have a few options available to them.  Purchase anti-virus software of their choosing or install a free ware version. Users should read the license agreement before downloading freeware versions of software- most are for home and non-commercial use. Some commonly used free versions are:
AVG Anti-virus http://www.grisoft.com/us/us_dwnl_free.php
AntiVIR http://www.free-av.com/
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