Service Account Guidelines
Subject:
Sharing service accounts between multiple Administrators.

Scope:
Commercial or user developed programs for Windows 2000 Server or Workstation.
Definition:
Any process or set of processes that are designed to run as services, like Unix daemons that require all of the following:

· Domain account authentication

· Usage of this account over the network

· Sharing of the account password between multiple administrators.

Account

Requirements:
All service accounts that fall into the above definition are required to have all of the following:

· An annual review by the Windows Policy Committee;

· An approval exemption form on file with computer security;

· Account will terminate after one year if not reevaluated;

· Requestor is responsible for all reevaluations;

· When possible – use individual accounts on each host,

· Password – high degree of complexity;

· Mandatory password reset – when Admin’s responsibility changes; 

· Domain administrators will run a program to check the expiration dates on all approved shared service accounts and publish this list to the windows 2000 OU admin list– monthly;

· Windows Policy Committee or their designee/s will approve all exemptions prior to submitting the exemption to Computer Security.

· A naming convention that includes OU name and type of service. (e.g. OU name-service-type of service (user definable)). 
Example: CD-service-TapeBackup

Approval

Process:
There are two main steps in the approval process: testing and final approval.  Both of these have a number of other requirements that must be completed before the account can be used.  The outline below details these requirements.

1. Testing service software that requires shared service accounts.

a. The requesting OU administrator will file an exemption form with Windows Policy Committee.

b. Windows Policy Committee or their designee/s must approve the use of this account within the testing domain. 

2. Filing an exemption form for review and approvals in the production domain.

a. Prior to final approval all testing must be completed and noted on the exemption form.

b. Windows Policy Committee will review and make final approval notations on the exemption form. 

c. Computer Security will review and make final approval notations on the exemption form.

d. Both Windows Policy Committee and Computer Security must give final approval prior to the use of this account within the production (FERMI) domain. 

Example 1:
Tape backup software:  The ability to remotely access file servers and workstations file systems from a central backup/archival system is essential to maintaining a stable and robust Windows 2000 domain infrastructure.  Additionally, there is a fundamental need to maintain a dependable backup/archival facility that can meet a 24x7 support schedule.  To meet these needs, multiple administrators will be required.  Each of these administrators will need to share the service access account password.  This ability is needed during installation and diagnosing of real-time hardware or software failures.

Example 2:
Anti-Virus management software:  Anti-Virus software is an essential add-on product to any OU workstation or server infrastructure.  As viruses evolve to circumvent the current protection policy, having the ability to rapidly install updates or DAT files to the Anti-Virus software is an essential element in the fight against virus outbreaks.  Anti-Virus management software is used to set policies and tasks on workstations and servers through a central management server within the OU.  These policies and tasks control numerous aspects of the anti-virus product: forced install, configuration of installed software, product update, scanning for viruses, and reporting of virus infection.  The management software must communicate with each managed workstation and server.  This is setup through a service account that has the ability to access each workstation or server as local administrator.  In any managed system, multiple administrators are always needed to maintain consistency across the managed area.

Example 3
Web Server anonymous account:  The anonymous account is used to access published data, web or FTP.  This data generally resides on remote file servers and occasionally on the web server itself within the OU.  This account is a domain level account that has access to the file servers within the OU.  The security setting on this account is set for read only and restricted to the area on the files servers that are published.  This account is used by the web administrator during the creation of alias links.  During the creation of an alias link, the anonymous account and password are inserted into the links configuration settings.  This account is then used each time the alias link is accessed.  Like other managed systems, Web servers require multiple administrators with various authentication rights.

Conclusion: 
The ability to create and use shared service accounts within an OU is a function that is vital to any well-managed and diverse OU.  This functionality should never be removed from the OU’s, but rather controls should be put in place that would mediate any security issues.  As outlined in this document, shared service accounts will need to undergo testing by the requesting OU and an approved exemption form must be on file with Windows Policy Committee and Computer Security prior to using this account within the production domain.  The Windows Policy Committee must approve all exemption requests prior to the use within any domain.

Shared Service Account form

	· Service Account name: 
	


Naming convention, OU name-service-type of service (user definable) 

Example: CD-service-TapeBackup

· Who will be the primary person responsible for administering this account?

· Who will have access to the shared account?

· What is the purpose of the Software Package that needs the shared account?

· Does the shared account need elevated privileges? If so give details.

· What alternative software have you considered to perform this function?

· Have you contacted the vendor about alternative methods of using their package (i.e. without using shared accounts).

· What steps will be taken to limit the scope and/or use of this shared account? E.g. Policies applied to the account to prevent it accessing things it has no need to access or auditing settings to monitor its use.

· Describe the policy for ensuring that only authorized people have access to this account. Include a detailed procedure for changing the password of this account when that is necessary.
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