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Non Domain Windows Security Guidelines
Release Note 3.00 
Background
The Fermi Windows domain provides users with a secure environment in which to work. It is recognized that not all systems benefit from participating in the domain. This document outlines security guidelines for systems not in the Fermi domain. 
OS’s Covered
The recommendations in this document apply to standard desktops and laptops running NT4 with SP6 or greater applied, W2000 with at least SP1 or greater applied and XP with SP1 or greater applied. 
Windows 95 and 98 systems are not secure and should only be used in a restricted fashion (test stands, monitoring devices, etc.). These systems should never be used for daily user work.

Security Guideline Checklist
The checklist is based on security requirements for systems in the Fermi domain. These guidelines will provide systems with a secure environment while using the FNAL network. 

1) Anti-virus support with daily signature updates. The Divisions, Sections and main Experiments provide their users with either McAffee or Symantec anti-virus software. To find out what coverage area you fall into please contact the Computing Division Helpdesk at http://helpdesk.fnal.gov. To read about the Fermi Domain Anti-virus policy visit: http://www-win2k.fnal.gov/pub/Docs/policies/Fermi-Domain-Anti-Virus-Policy.htm 
2) System configured to talk to the site patchlink and SUS servers or equivalent function from home institution. CD provides FNAL users with a site patching solution. In addition, AD, BSS, and TD all have patching implementations. These solutions keep systems up to date with critical patches required by the FNAL Computer Security Team. To understand what patching options are available to you please visit http://www-win2k.fnal.gov/pub/sus/index.html  or open a call with the Computing division Helpdesk (http://helpdesk.fnal.gov) stating your request  for help with patching.
3) Banner Page. Fermi-owned systems are required to display the FNAL Banner page at log in. For help applying the banner to your system open a call with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with the banner and what OS you are running.
4) LM Compatability set to allow only NTLMv2 and/or Kerberos. For help applying the LMCompatabilityLevel  to your system open a call with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with LMCompatability and what OS you are running.
5) Password. These password settings are the same for the Fermi domain. If you need help with setting these policies open a helpdesk ticket with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with the password policy and what OS you are running.
a. Enforce password history 8 passwords remembered
b. Maximum password age 180 days
c. Minimum password age 2 days
d. Minimum password length 10 characters
e. Password must meet complexity requirements Enabled
f. Store passwords using reversible encryption Disabled
g. Account Policies/Account Lockout Policy
6) Account Policies. These settings are the same for the Fermi domain. If you need help with setting these policies open a helpdesk ticket with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with the accounting policy and what OS you are running.
a. Account lockout duration 30 minutes
b. Account lockout threshold 5 invalid logon attempts
c. Reset account lockout counter after 30 minutes
7) Account Policies/Kerberos Policy. These settings are the same for the Fermi domain and only apply to Windows 2000 or XP systems. If you need help with setting these policies open a helpdesk ticket with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with the kerberos policy and what OS you are running.
a. Enforce user logon restrictions Enabled
b. Maximum lifetime for service ticket 600 minutes
c. Maximum lifetime for user ticket 10 hours
d. Maximum lifetime for user ticket renewal 7 days
e. Maximum tolerance for computer clock synchronization 5 minutes
8) Computer Audit Policy. These settings are the same as defined in the Fermi domain. If you need help with setting these policies open a helpdesk ticket with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with the computer audit policy and what OS you are running.
a. Audit account logon events Success, Failure
b. Audit account management Success, Failure
c. Audit logon events Success, Failure
d. Audit object access Success, Failure
e. Audit policy change Success, Failure
f. Audit system events Success, Failure
9) Restrict Access to computer over the network. For help applying the Restrict Access setting  to your system open a call with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with Restrict Access and what OS you are running.
10)  Restrict Anonymous Level 1. For help applying the Restrict Anonymous Level   to your system open a call with the Computing Division Helpdesk (http://helpdesk.fnal.gov) stating your request for help with Restrict Anonymous Level and what OS you are running.
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