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Subject
Use of “Captive” Domain accounts in the Fermilab Windows 2000 Domain.

Scope
Restricted accounts used for console or kiosk type applications which require access to resources stored on another domain computer and require that more than one person has knowledge of the account password. Cases which do not require access to network resources should use local computer accounts.

Definitions
A “captive” account is an account that is restricted to logging into a single computer. They may also have additional restrictions placed on the actions they can perform on the local computer but those restrictions are outside the scope of this document

Naming of Captive Accounts

Captive accounts will be named according to the formula OU-cap-ComputerName where OU is the name of the top level OU containing the account and ComputerName is the name of the computer that the account will be tied to. Note that since the method of restricting local logons uses netbios names the computer name should be kept to fifteen characters or less and the account name twenty characters or less.

Creating a Captive Account

Captive Accounts would be limited as to which computers they could physically logon to by using the “Logon to” property of the User Account in the Active Directory. This property should only have write permission given to Domain Administrators.

Captive accounts would be located in the Division/Section OUs Captive accounts would have their default group set to be a domain level “CAPTIVE_ACCOUNTS” global group and would be removed from the “Domain Users” builtin group.

Network access to computers would be restricted by the Group Policy blocking logons over the network. That restricts logon over the network to members of “Domain Users” and “Domain Admins”, since captive account are in neither the would not be able to access any computers over the network by default. To enable Network access to a subset of the OUs Computers, OU managers would create a Group Policy overriding the Default Domain policy which adds an extra “OU_Captive_Accounts” group to the list. The access control list for this policy should have the “Apply this policy” bit set only for a group containing the computer accounts for the computers the captive accounts need to access.  That is the simplest case OU managers are free to setup multiple group policies to allow further degrees of controls.

Auto-Logon

Windows 2000 allows computers to automatically log into an account when they finish the boot sequence and in some circumstances captive account requesters may want to uses this feature.

Auto-logon is setup by creating the following four registry entries under HKLM ( Software ( Microsoft ( WindowsNT ( CurrentVersion ( WinLogon, AutoAdminLogon, DefaultDomainName, DefaultUsername and DefaultPassword. 

However, the last entry, DefaultPassword, contains the auto-logon account password in clear text. Access to the password may be restricted by removing the “Users” groups read access to the WinLogon key but other data is stored under that key and so removing read access may have unexpected effects. Nevertheless if you wish to use the Auto-Logon feature you should remove read access to this key for Users. If you find that this breaks something please inform the group and Computer Security as an exemption may be required.

If the account is for a task which does not require user interaction the use of services and/or scheduled tasks may be the best method.

Procedure for Requesting a Captive Accounts

Captive accounts will be requested by filling out the appropriate form and submitting it to the Fermilab Windows Policy Committee for approval, once approved the request will be passed to the account creators for creation. Accounts will have an initial maximum valid period of one year from creation (less if so requested) and will require annual requester action to keep the account enabled.

Conclusion

The above set-up and procedure has been approved by the Fermilab Computer Security team and so will be implemented in the production domains.

 Appendix A

Testing of Captive Accounts in the Test Domain

A simplified diagram of the setup used for the initial tests in the test domain is shown in Figure 1 below.
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Figure 1: Initial Captive Account setup the FERMITEST Reference Domain

With the setup as above, except that the lancretest2 computer account had not yet been made a member of the NUMI_Captive_Accounts_Network_Access global group, the numi-captive-lancretest account was used to attempt to log on to the computers lancretest1 and lancretest2. The logon to lancretest1 was successful and the logon to lancretest2 resulted in an “Unable to log you on because of an account restriction error.” (see figure 2).
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Figure 2: Failed logon attempt to lancretest2.

I.e. The log on Locally restrictions work as designed.

With the numi-captive-lancretest account logged into lancretest1, we attempted to map a drive to the \\lancretest2\test-share$ share. This was rejected with the reason given as “Logon Failure: The user has not been granted the requested logon type at the computer.” (see Figure 3).
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Figure 3: Failed attempt to mount the \\lancretest2\test-share$ share

The lancretest2 computer account was then made a member of the NUMI_Captive_Accounts_Network_Access global group, After a short period of time to allow the domain to synchronize, lancretest2 was rebooted to renew its group membership and the mounting of the share was attempted again, this time successfully, (see Figure 4).
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Figure 4: Successful mounting of the \\lancretest\test-share$ share
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